
Why shouldn’t you upload copyrighted media?

Because you risk:
  breaking the law  
  downloading a serious computer virus  
  sharing your personal data, which can lead to identity theft
  getting exposed to pornographic materials



In 2005, the U.S. Supreme 

Court ruled that Grokster 

and StreamCast were 

liable for illegal file 

sharing over their P2P 

networks. 

Prior to the ruling,  

it was estimated that 

over 90 percent of 

traffic worldwide on 

their networks illegally 

infringed the copyrights 

of movie, music and 

software businesses.



What’s so risky about file-sharing? 
P2P networks allow file-sharing among personal computers over the 
Internet, without using a central server. As long as the user downloads 
the P2P application, a browser, such as Microsoft’s Internet Explorer, 
Apple’s Safari, Mozilla’s Firefox or Netscape’s Navigator, isn’t necessary.

Using P2P applications, such as BitTorrent or Bear Share, the user is 
able to find movies or songs on the network by simply typing in the title. 

When the user downloads that movie or song, his or her computer is 
likely to have been incorporated into the P2P network, possibly without 
the user’s knowledge. It also means that the user’s computer has very 
possibly been exposed to harmful viruses, worms and Trojan horses, as 
well as annoying pop-up advertisements. There is a real danger as well 
that private information on the computer has been accessible to others 
on the network.

Many P2P networks enable widespread distribution of pornographic 
material. The use of a P2P network by a young person leaves him 
or her vulnerable to exposure to pornographic images or video. In 
fact, even the simplest network searches often result in listings of 
pornographic materials.



P2P networks also play host 

to large-scale trafficking in 

pornography, including child 

pornography, and provide 

opportunities for identity 

thieves to obtain personal 

and financial information from 

network users who in most 

cases have no idea that their 

data is vulnerable. 



Schools and parents are in the best position 
to inform students of the importance of 
respecting copyright and valuing the creative 
effort invested in copyrighted works.  Further, 
as distributors, guardians and owners of 
intellectual property themselves, schools have 
a huge incentive (and responsibility) to instill in 
their students such respect and values. 

The following are some steps schools can take toward educating 
students about illegal file-sharing and copyright infringement generally:

	� Institute “acceptable use” policies that clearly outline the 
appropriate use of school resources. Such policies should illustrate 
unacceptable behavior, including illegal file-sharing, and provide 
details on penalties imposed for failure to abide by such regulations. 
A comprehensive policy, however, is only as useful as it is 
accessible; administrations should ensure that students (and others) 
are able to find these policies on the school website and elsewhere.

	� Include information on copyright, piracy, and illegal file-sharing in 
orientation materials.

	� Inform parents, through letters and at orientation, of the seriousness 
of copyright infringement and the penalties imposed, both legally 
and academically, for violations. Encourage them to discuss the 
risks with their children.

	� Require students to pass a quiz about P2P file-sharing and piracy 
before allowing access to the school’s computing network. This 
educates the student and provides documentation negating any 
claim of lack of awareness.

	� Engage students by incorporating discussion of illegal file-sharing 
on school websites, and in papers and classrooms.

	� Launch pervasive and visible anti-piracy campaigns using posters, 
brochures, banners, videos, fliers, etc.

	� Send periodic e-mails directly from the Headmaster/Principal to 
remind students that the school takes copyright infringement very 
seriously and to indicate the seriousness of any offense.



  What Is Piracy?

Anyone who sells, acquires, copies or distributes copyrighted materials 
without permission is called a pirate. Downloading a movie without 
paying for it is morally and ethically no different to walking into a store 
and stealing a DVD off the shelf. Sharing it through peer-to-peer 
applications or posting it on a forum for downloading is akin to giving 
stolen copies to thousands and millions of people for free. Piracy is 
committed in many ways, including via the Internet by downloading and 
swapping movies, and on the streets, where illegally duplicated VCDs 
and DVDs are sold by shopowners and street vendors.

  What Is Copyright?

When some people hear the word “copyright”, they think of a  
complicated legal term that doesn’t apply to them. In fact, copyrights 
touch us all. Simply put, copyrights protect creativity. They do this by 
giving whoever creates an original work exclusive control over how  
that work is used and distributed. There are many resources to explore 
regarding copyright and its effect on the law, the industry and you.

  What’s Being Done?

Governments and copyright owners, including the Motion Picture  
Association, employ a multi-pronged approach to fighting piracy, which 
includes educating people about the consequences of piracy, working to 
ensure movies are available legally using advanced technology, and  
taking enforcement action against Internet thieves and optical disc  
pirates, rooting out pirate operations around the world. 

Questions and Answers about  
Piracy and 
Copyright



  What’s It To Me?

If you use peer-to-peer file-sharing services, you are almost certainly 
exposing your computer to harmful viruses, worms, Trojan horses and 
annoying pop-ups, and you are inviting strangers to access your private 
information. Since many P2P applications require users to upload – often 
invisibly – content at the same time they are downloading, you may be 
exposing yourself to criminal liability as well. And in a larger sense, you 
are threatening the livelihoods of thousands of ordinary working people, 
as well as potentially reducing the number of films that are actually made. 
Last but not least, you’re cheating yourself out of the movie experience. 
Is it really worth all that to save the price of a movie ticket?

  What Can I Do?

People who download pirated films or buy them on DVD or VCD are 
in effect signing on as conspirators in a theft. Few people would ever 
dream of shoplifting a DVD from a video store. But for some reason, 
some of the same people who would not dream of walking out of a 
shop not having paid for a DVD seem to think it is okay to download 
an online copy of a movie that they didn’t pay for. Or a movie they were 
willing to pay a criminal for, but not the copyright owner. Why? Perhaps 
it’s because the movie industry produces creative products – intellectual 
property – as opposed to products that people can touch and feel. For 
some reason, these products make some people feel more comfortable 
with the act of taking something without paying for it.



How Can I Protect Myself?
The Motion Picture Association encourages people to keep in mind 
these simple safety tips while online: 

1.	 �Watch for Titles that are “Too New to be True”  
Movies that have yet to be released in theatres, or which are still 
out in theatres, typically will not be available in DVD, VCD, or 
videocassette formats. If very recent titles are being sold in these 
hard goods formats on an auction site or through other online retail 
sites, they are most likely pirated. In addition, pirates frequently 
make “spoofs” of titles available on peer-to-peer networks, so 
what you think you are downloading might in fact be a fake.  

2.	�R emember that “You Get What You Pay For” 
Even if you are hoping to get your favorite movie titles at a 
discount, new or used, the extremely low prices offered on some 
websites might indicate pirated product. 

3.	�R ead the Label 
Once your purchase arrives, look over the packaging carefully and 
beware of products that do not look genuine. The inferior quality 
of printwork on the disc surface and slip sleeve cover, as well 
as the lack of original artwork and/or missing studio, publisher, 
and distributor logos on discs and packaging, are usually clear 
indicators that the product is pirated.

4.	�R ely on Legitimate Services 
New online services provide consumers with safe, high-quality 
alternatives to illegally downloading or streaming movies. 

Ministry Of Domestic Trade 
And Consumer Affairs
Hotline 1-800-88-6800 
Email: e-aduan@kpdnhep.gov.my

Motion Picture Association – International 
Under License from Motion Picture Association 
Hotline: 1-800-88-9926 
Email: info.mfact@gmail.com 


